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Abstract: Under same resources, PD-NOMA has characteristics to decode the messages of other paired users.
And to achieve the privacy in communication for IoT is difficult now-a days, mostly employing technique for
secure communication is cryptography. And for cryptography means to establish the communication between
transceivers, pre-agreement is done and this is done using key BS is treated with untrusted users then the chances
for threatening the security for communication increases between two transceivers, the key-length is defined by
MI and there is limitation for MI under the specification of IEEE 802.15.4. So, to calculate the secret-key capacity
under eavesdropper have some limitations. On the other hand, using legitimate user and eavesdropper in two-
user NOMA, OP and SOP is going to derived within a cell. Also, explanation of SIC is mention by using 3 users.
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1. INTRODUCTION

The For future communication, PLS and NOMA
both are promising techniques for establishing fast and
secure communications between devices [1]-[4]. To
guarantee the secure and efficient wireless transmis-
sion, investigation is going-on to find the co-existence
and optimization of the PLS in NOMA is focused un-
der eavesdropper. Still have lack of studies and theories
to achieve the optimal results in the presence of un-
trusted users in NOMA systems. Since, mobile net-
work traffic is increases day-by-day which creates con-
gestion and chances for security increases. To meet the
need of such traffic, NOMA is considered one of the
most promising technologies [1]. NOMA systems have
many variations but the concept is same i.e., within
same time and frequency multiple users are served.
There are generally two types i.e., Power domain non-
orthogonal multiple access [5],[6] and other one is code
domain non-orthogonal multiple access [7]-[9] which
provides better performance and spectral efficiency
over OMA, OFDMA, TDMA and CDMA.

In this paper, PD-NOMA adopted in which super-
position coding is done at transmitter side and succes-
sive interference cancellation (SIC)is done at receiver
side [10]. For distinguishing the super-position coded
signals at receiver, users at transmitter are ordered and
according to their channel different power levels are al-
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located. This results to remove the interference the us-
ers can use SIC. As a outcome, to improve the perfor-
mance of weak users in second time slot, strong users
(near users) can work as a relay which helps re-sending
the decoded information [11-14]. In different time
slots, weak users can combine the received information
using maximum ratio combining (MRC).

For wireless communication networks, to get a se-
cure communication is a challenge because of security
threats by eavesdropper as due to broadcast nature in
transmitting the signals. There is issue of security in
higher layers in OSI models. PLS technique is consid-
ered for next generation wireless networks. In [15],
Wyner proposed PLS to improve networks security by
cryptography techniques. Many systems have been
studied for security of physical-layer such as multiple-
input-multiple-output (MIMO) [16], cooperative relay-
ing [11]-[13], energy harvesting [17], artificial —noise
aided transmission [ 18] full-duplex [12],[13], cognitive
radio [19],[20].

For NOMA-based networks, physical —layer secu-
rity has considered. In [2], author investigated for sin-
gle antenna in a 5G NOMA system for physical layer
security. In [3], to enhance the PLS author proposed a
scheme for full-duplex relaying i.e., joint NOMA and
artificial-noise (AN) called Non-Orthogonal Multiple
Access-Artificial Noise Full Duplex Relaying
(NOMA-ANFDR). In [4], under two NOMA legiti-
mate users, author proposed a scheme for multiple-in-
put-single-output (MISO)i.e., secrecy beamforming
(SBF) and this scheme is useful for improving the se-
crecy of information. Simultaneous Wireless Infor-
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mation and Power Transfer (SWIPT) is a scheme used
for AN-cooperative jamming in a MISO-NOMA. In
[22], author studied under QoS requirements i.e.,
power allocation process for maximizing the secrecy
sum rate of NOMA system while in [23], author inves-
tigated power allocation and power capabilities in
NOMA with SWIPT.

We study under two-users NOMA system with an
eavesdropper and finding outage and secrecy perfor-
mance. The purpose is to find the feasibility of outage
optimal performance of the pair under secrecy outage-
optical performance. For IoT devices, cryptographic
protocols may not be sufficient due to security issue in
higher levels of OSI model [24]. In recent years, some
renewed effort is done for cryptographic protocols
[25], [26],[27]

Between two transceivers encryption key may be
promising direction for the observations of common
channel. (Methods [28], [29] have been proposed using
the theory of reciprocity for antennas and electromag-
netic propagation along with bidirectional transmis-
sions occur inside the coherence time) for communi-
cating parties based on channel impulse response for
agreeing to a key.

Between the observations of two radios, maximum
size of a binary sequence that can be shared. For a va-
riety of channels [30], [31], [32] theoretical work has
been done in the past for calculating the upper bound
of MI. Received signal strength indicator (RSSI) has
been calculated over the past experimental works but
they have to depend on FEC to correct errors and these
errors are caused due to the inconsistencies between the
two extracted sequences

2. COMPARISON BETWEEN NOMA AND
OMA

omal

Fale ol user 2
Rate of widi 2

Eate of user 1 Bade of gner 1

Figure 1 Channel capacity comparison of OMA and
NOMA in an AWGN channel: a) uplink AWGN channel; b)
downlink AWGN channel. [9]

OMA is a conventional and presently used technique
in which multiple users are allowed to share radio re-
sources in time, frequency and code domain orthogo-
nally. Since due to the orthogonality there is no exist-
ence of interference means there is easy reception or
separation of signals but to its hard sometimes to
achieve high sum-rate.
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Non-orthogonal Multiple Access is a recent tech-
nique which will the future of 5G and IoT networks in
which high achievable rate can be get along with spec-
tral efficiency also improved with the help of NOMA
as compared to OMA.

In Fig (1a), from [9] author explains that without loss
of generality, comparison of OMA and NOMA is done
for multi-user capacity for Additive White Gaussian
Noise (AWGN). At point C, Uplink NOMA achieves
the upper bound in compare to OMA.

Fig (1b) shows that NOMA rate pairs is outside then
OMA rate pairs. If Channel State Information (CSI) is
known to the receiver, then NOMA is optimal while
OMA is suboptimal in the presence of Inter-symbol In-
terference (ISI). Massive connectivity in non-orthogo-
nal is the number of users that are supported. Through
this way number of users supported by NOMA is more
than that of OMA. In OMA, scheduling request has to
be sent first by a user to the Base Station (BS) then
transmission is done which produces latency in the
transmission and reception of signals. But this problem
must be resolved in 5G networks as massive number of
users has to connect for that latency should be minimal,
so that NOMA is considered to be the solution and also
helpful in connecting the IoT devices.

The paper is organized in two manners. In I part,
SOP and OP is derived in closed-form expression for
physical layer security under eavesdropper for NOMA
system. In another, to find the practical limit of the se-
cret-key capacity for physical layer security. Finally, at
last section concludes the paper.

Notations: Following are the notations used in this
work that are Pr {X} is the probability of event X,
fn(X), Fy(x) are the probability density function (PDF)
and cumulative distribution function (CDF) of the ran-
dom variable N respectively In(.) and log,(.) are the
logarithm of the natural and 2 bases, respectively exp(.)
is the exponential function. Finally, the x~CN (i, o) x
is the complex distributed with mean u and variance o.

3. SYSTEM MODEL
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Figure 2 Two-user NOMA system with different clearance
security
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In this paper, a cellular system is based on NOMA is
considered with two users one is near user and another
is untrusted user/eavesdropper as shown in Figure 1.

4. EXPRESSIONS AND ANALYSIS OF
PERFORMANCE
In this section, closed form expression of the OP is
derived and then SOP is derived for user U, then study
the analytical derivation for securing the NOMA sys-
tem.

A.  Derivation of OP pair
Using Shannon’s capacity [24] and assuming C"
and C" are the threshold capacities of users U, and U,.
So, OP can be given by
OP; = 1 — Pr{SINR? > m,,SINR} > m,, SINR}
> Ty, }

= 1— Pr{SINRZ > m,} x Pr{SINR} >
75, SINRY > 1}

=1—="Pr{lgz|* > @1} Pr{lg.|> > max(¢,, 9,)}
=1-0; %0, (6)

Where 1; = 26" for i€ {1,2}

o= pla, —may)
P2 = fT'h

Q; = Pr{lg.|* > ¢4}

=1- F|g2|2(<P1)

—¢1 1
= {exp {Z} 0 <a <77 7)

0, otherwise

F\4,12{x} is the CDF of exponentially distributed ran-

dom channel |g,|? and 4, is the parameter of the dis-
tribution. There are two cases to derived Q,.

Case 1: ¢, > ¢,

For this a;need to be satisfied:

T
Ty + 1, + My,

So, Q2:Pr{|g1|2 > ¢4}

=1=Fg,12(01)
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—¢1 Ty 1
= {exp (T) "y, <@ < 1+m, (8)
0, otherwise
Where F|; 2{x} is CDF of exponentially distributed
random channel | g, |*
tribution.

and A, is the parameter of the dis-

Case 2: o1 < @,

For this a; < s

T+ 4+ Ty

So Q,=Pr{|g,|* > ¢,}

=1- F|gl|2(¢72)
—P2 T
= {exp (T) 0<a < T+ +T T, 9)
0, otherwise

On substituting equations (7),(8) and (9) in (6) we get

1-fl@yi(a), ﬁ <@ < .
1
1= f(@y,(a), 0<a; < ﬁ
(10)
Where
= (1
f((l) = exp {p/lz (1—a1(1+n'2))} (11)
= “mef 1
N ((Z) = €xp {p/ll (1—a1(1+n'2))} (12)
y2(@) = exp (=1} (13)
Derivation of SOP of U;

Using Shannon’s capacity formula [24], secrecy rate of
user U; can be given by

C,=I1-1
I =log,(1 + SINR}) (14)
12 =log,(1 + SINR?) (15)

Where C,is the non-negative secrecy capacity of Uj.
Given the secrecy capacity in [14, the SOP of U; can
be given by

SOPl = PT{(Cl < Rsu}

1+ SINR?
=Pri———77 <
1+ SINR?

= Pr{lg:1* < mslga|* + X}

=1- fxO:() F|g1|2(”s|92|2 +X) f|g2|2 (z)dz
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- 1o R,

-X

=1—Ben (16)

Where Rgy; is the secrecy target rate of the user U,

1y = 288U, f| 2(2) is the PDF of | g,|?,

1

ﬂz%+bm
xzns—l
ap

B. Obtaining Optimal OP under SOP constraint

To achieve maximum allowable SOP threshold, we
need to find the minimum power allocation factor
asop- This threshold value of the power allocation fac-
tor can be found by making equation (5c) at SOP; = ¢

_ Ts—1
Osop =

— 17
Alpln(ﬁ) ( )
Theorem stated below provides the feasibility condi-
tion for obtaining outage-optimal solution i.e.,

Theorem: Optimal OP of the NOMA pair under the
SOP constraint in (5¢) is feasible if and only if

0<asop <a*

Proof: We need to investigate the monotonicity of the
SOP of user U; in order to prove the above theorem
Differentiating SOP w.r.t. « is given by

—(mg—1
dsop; _ —Aq(mg—1) ;A—Sla)

da  pAia?(Aq+A,ms)

(18)

which is always less than zero. This shows that SOP of
U, is monotonically decreasing function of a, which
leads to the fact the a* (optimal power allocation fac-
tor) must be greater then « in order to satisfy the se-
crecy constraint.

In other words, unless 0 < agpp < a* , we can’t
achieve outage-optimal and satisfy the SOP constraint.

C. Study of M1

It is important to quantify the size of the bit sequence
that size of the bit sequence that between the two com-
municating parties MI is to be calculated. Some as-
sumptions are made i.e., Eavesdropper ‘E’ can listen all
communications between the authenticated parties that
are Alice ‘A’ and Bob ‘B’ [15]. ‘E’ is completely pas-
sive, i.e., doesn’t create jam in the medium at any time.
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D(a). Key-capacity
Due to the knowledge of Y, Mutual Information
I(X;Y) and X is the uncertainty

Since, 1(X;Y)=H(X)-H(X/Y)=H(Y)-H(Y/X)

Where
HX/Y) =Eyer Zxex P(x, Y)l0g2 () (19)
H(Y/X) = -Zyey Txex P, 9)10ga (2) (20)

Measurements of RSSI so that every packet ex-
changed are the random variables. X is sequence of
RSSI values measured by A whereas Y for B. If X and
Y are independent and uncorrelated, I(X;Y) becomes
zero. From (19), due to the entropy of two sources MI
is upper-bounded. Hence, H(X) and H(Y) have higher
potential that can lead to higher-key capacities.

‘A’ transmits Message
#1 Ty

‘A’ measures and
stores the RSS of
message #2

‘B’ measures and stores
RSS of message #1 and
He transmits message
H#2

t,:transmission delay
t.: time for B to measure RSSI|
tr:time between successive messages sent by ‘A’

Figure 3 Illustration of RSSI Methodology

D(b). Secret Key-Capacity

Upper bound might not be equal to I(X;Y) if ‘A’ and
‘B’ wish to agree to a key that is kept secret from an
eavesdropper. Assume that ‘E’ observes the transmit-
ted packets and logs their RSSI values. z,eZy and
z,€Zy respectively.
Secret key capacity is upper-bounded by

KXY Z) =
min [I(X; V), I(X; Y/ Z), I(X; Y/ Zy), 1(X; Y/ Zx Zy)

I(X;Y/Z) can be smaller or bigger than I(X;Y). It is
also possible that ‘E’ can fail to capture some ex-
changed packets in case of packet loss.

www.ijaceeonline.com 4
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5. TYPES OF NOMA

NOMA is of two types: one is Power Domain
NOMA(PD-NOMA) and another is Code Domain
NOMA (CD-NOMA). In PD-NOMA, power is distrib-
uted according to the channel conditions among the dif-
ferent users to increase the performance of the system.
In CD-NOMA different users are assigned with differ-
ent codes and then multiplexed with time-frequency re-
sources [7-9]. NOMA will be useful to improve the
spectral efficiency [9]. In PD-NOMA, signals added
linearly from different multiplexed users and at re-
ceiver signals are extracted through the process of Suc-
cessive Interference Cancellation (SIC). To understand
the method of SIC, let’s take an example with 3 users

combined s/g strength of 3 user

0 20 40 60 80 100 120
no.of bits for transmit signal

Combined Signal strength of 3 users i.e., primary user,
secondary userl (farthest user from base station) and
secondary user2 (nearest user at base station) at trans-
mitter which is send to the receiver. Using SIC, which
states that far user (weak user) should provide power
strength so that signal can withstand during fading or
multipath loss.

-3
20 x 10

rec. s/g of sec1

20 40 60 80 100 120
no.of bits for transmit signal

o

Above result show that farthest user has provided high-
est power strength which is extracted first then it is sub-
tracted from combined signal strength to extract other
users signal strength shown below

Volume 6, Issue 10, October 2021, pp. 1 - 8

rec. s/g of primary user

0 20 40 60 80 100 120

rec. s/g of sec2 user

0 2‘0 4‘0 6‘0 8‘0 160 120
no.of bits for transmit signal
6. PHYSICAL LAYER ASPECTS [34]
There are physical layer techniques for IoT work as
wireless network. As physical layer for IoT has the
standards like IEEE 802.15.4, IEEE 802.15.6, Blue-
tooth Low Energy (BLE), EPCgobal, LTE-A, Z-Wave,
6LowPAN and NFC. Following describes the physical
layer techniques for wireless loT.

Spectrum
Sensing
Techniques

mmWave
Technology

Dynamic Compressive
Carrier Sensing
Allocation Physical
Layer related

Technologies Orthogonal/
nen- orthogonal

multiple access,

Adaptive
Power
Allocation

Opportunistic/
cognitive
techniques

RF energy
Harvesting
techniques

Figure 3Physical Layer Technique for wireless loT

A. 10T in Wireless Sensor Networks (WSNs)

WSNss technique using physical layer are designed
for the purpose of gaining high diversity, to maximize
energy efficiency and also reducing the computational
time. For WSNs, research aspects are categorized as:

e Requirement of transmitter-receiver design
to better energy efficiency

e Low complexity data techniques
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Sensory environment is required for short distance
communication like indoor communication. For such
purpose energy consumption is the main issue for re-
search. Along with this low energy consumption, sen-
sor also captures good quality of information for a par-
ticular activity

B. IoT in Machine Type Communications (MTCs)
About 100 times will be the number of future wire-
less networks then current wireless networks. Weara-
ble devices, Machine type communications/ device-to-
device/ Vehicle-to-vehicle and wireless sensors are the
parts of such scheme. Direct communication is done
through these applications without transmitting any
data to the base stations that helps to improve spectrum
and energy efficiency. IEEE 802.11p standards are
used for mostly MTCs which allows multiple access.

C. IoT in Satellite Communication

Satellite communication is used to cover large num-
ber of sectors as it provides broadband services over a
wide range like marine, land mobile, aeronautics,
transport, military, disaster relief etc. Smart grid, envi-
ronmental monitoring and emergency management are
connected with IoT for satellite communication. For
such scenario, Low Earth Orbit (LEO) is used for con-
trol and automation. As we know that characteristics of
satellite depends on weather forecasting like rains and
storm due to which performance of satellite rigorously
affected. So, to resolve such issues, power allocation
with multi-carrier is properly investigated.

D.IoT in LTE-Advanced/5G networks

There is a need of Spectrum efficiency, energy effi-
ciency and connectivity with low latency as there is
rapidly increase in applications for IoT and 5G net-
works to improve the QoS to meet the needs of users.
For that physical layer and MAC layer has to be opti-
mized according to the user needs. For that there are
many techniques that enabled IoT utilization such as
millimeter wave(mmWave) technology which uses
Bandwidth around 10-13 GHz in E-band. mmWave
systems works in massive antenna array technologies
like massive Multiple Input Multiple Output (MIMO)
because beamforming and multiple access strategies
are the performance parameters. Many researchers
work on hybrid analog-digital beamforming and multi-
ple access like NOMA

OFDM has many advantages as compared to
TDMA, FDMA and CDMA. Combination of CDMA
and OFDM technology are used for multiuser systems
such as LTE-A, intercell-interference etc. OFDM has
one of the major disadvantages that when block length
is large then it has high PAPR. To remove this problem,
good quality of power amplifier is needed. High PAPR
results in degradation of Bit error rate performance.

There is lack of frequency spectrum for wireless
transmission for supporting number of devices.
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Nyquist transmission is the current transmission ap-
proach where one symbol is transmitted per symbol du-
ration. Future research 5G transmission networks con-
tain more symbols that is more information in a dura-
tion. There may be the chances of Nyquist rate may be
changes that is more Nyquist Rate is required.

7. PERFORMANCE EVALUATION

In this segment under different settings, we evalu-
ate the correctness of analytical proposed scheme.
Setup is same as previously described in system
model Base station (BS) having the radius of about
lkm and BS is deployed at the center of the cell that
we have assumed. Small-scale fading and path loss
effect are also there with respect to distance that the
system suffers. Let assume the mean value 1 for
small-scale fading that follows exponential distribu-
tion. Gaussian distribution is considered for all the
noise present in the channel. Let consider the follow-
ing:

a(Path Loss Exponent) = 2

PL,(Path Loss Constant) = 1
BWhormatizea = 1Hz

From Figure 3, SOP of Trusted User is a decreasing
function with respect to SNR whereas SNR increases
as the distance of untrusted user increases so that signal
strength of trusted increases. Moreover, in a high SNR
regime in the curve shows that outage analysis con-
verges to the true outage probability.

0

10

——RS=0.0058PCU@-20d8
—=-RS=0.0058PCU @-1508
RS=0.018PCU@0dE

107 F ——RS=0.005@-1008

-M!D.m‘ah

102F

N

Secrecy Ouateg Probability

vZIU -1'U |; 1‘U Z‘U 30
SNR ranging -25dB to 35dB
Figure 4 Secrecy Outage Probability of Userl with respect

to SNR ranges from-25dB to 30dB and target secrecy rate
(Rs)in terms of Bits Per Channel Use (BPCU)

In Figure 4 shows the analysis of performance de-
pends on the positions of users. Here, the curve shows
different position of trusted user with respect to BS and
power allocation factor is depends on their position.
The concept of power allocation is that to provide the
strength of the trusted user when their signal strength

www.ijaceeonline.com 6
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is weak. When it is near to BS it requires less power
when it is far away it requires the power to boost the
signal strength. Result shows that trusted user with dif-
ferent distances marked as UE1, UE2, UE3 and UE4
which shows that when it is farthest from BS power al-
location increases (UE1) as when it near to BS power
allocation factor decreases (UE4).

1

‘ — UE1 farthest distance fromBS

09 ——UE2 far away fromBS but less then UE1
UE3 nearest at BS

‘ —UE4 near to BS

o
=S

bt
=

Power Allocation Factor
o o
o o

o
=

o
[}

02 I I I I I I I I I
0 10 20 30 40 50 60 70 80 20 100
Distance of UE's from BSinm

Figure 5 Adjustment of Power allocation factor according
to distances of trusted and untrusted users

8. CHALLENGES & FUTURE
DIRECTION
At physical layer, following are the challenges and
future recommendations for [ocT-NOMA

Requirement of Low-cost Transceiver which is en-
ergy efficient: Since to establish a [oT-NOMA net-
work a large amount of component is need to be fab-
ricated to make cost effective. Mostly are operated
with battery and also located at remote area. So, these
devices need to be fabricated in a miniaturized way.
This will include cost challenges.

Imperfections of Hardware should be removed:
non-orthogonal multiple access is the transmission
scheme for IoT enabled devices for that receiver must
have the property of interference cancellation. This is
done when interference channel is accurately recog-
nized along with covariance matrix. For low-cost de-
vices Analog-to-Digital Converter (ADC) is required.
There is a challenge for NOMA that is the designing
with low resolution ADCs.

Compacting of Signal Processing for massive IoT
systems: Since there is a requirement of high-rate
ADC for that Nyquist Sampling is not realizable for
the utilization of widely spread spectrum. There is a
challenge of utilization of frequency, sparsity and
time for [oT based systems also fading arises due to
multipath environment for that signal processing with
compactness is required. It also helps in sensing effi-
ciently and channel estimation techniques.
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Managing the Spectrum for wireless IoT: A highly
reliable and scalable available radio spectrum is re-
quired for future IoT devices. Existing spectrum allo-
cation technique is based on orthogonalization which
is not suitable for future needs. A dynamic and non-
orthogonal spectrum allocation policies are the solu-
tions for future needs. There may be the chances of
utilization of microwave and mmWave carrier fre-
quency bands. To take advantage of dual band con-
nectivity is one of the benefits of both microwave and
mmWave frequency bands.

End-to-end system reliability using cross layer de-
sign: MAC layer and network layers’ protocols are
collectively used in physical layer for designing the
end-to-end reliable communication systems. In case
of designing MAC layer there is a need of synchroni-
zation, reliability and resource utilization efficiency
and that challenge is created in case of duty cycle. In
terms of delay and throughput for network layer, dy-
namic duty cycling has a considerable impact for end-
to-end performance.

9. CONCLUSIONS

Successfully SOP and OP in closed-form expres-
sion is derived under untrusted users for physical-
layer security. On the basis of analytical performance,
an investigation is done. Theoretical results are veri-
fied by simulated results.

On the other hand, research shows that here is some
conclusion that key-capacity is defined and character-
ized by MI between the observation of the two com-
municating parties after calculating the values of
RSSI by putting different values of entropies. and this
is happened due to extracting a shared bit sequence
through observations of wireless medium is a promis-
ing direction.
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